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Cyber-attack against Marabu 
 
Tamm, 12 December 2019 – During the night from 28 November to 29 November 2019, 
Marabu was the victim of a targeted cyber-attack. The company’s defined security routines 
subsequently caused all systems, including those of subsidiaries, to be shut down worldwide. As 
a result, the organisation was essentially cut off from the outside world for six days, as not only 
email and the Internet but also telephones and faxes were unable to operate without network 
connectivity.  
 
"Although our well-prepared emergency plans and security systems worked effectively, there 
was no preventing some of the data on our servers from being encrypted and therefore initially 
unusable for us,” explains Stefan Würtemberger, Marabu CIO.  
 
The German Federal Criminal Investigation Agency (Bundeskriminalamt, BKA) was notified 
immediately, and is providing advice and assistance throughout. Investigations are continuing. 
 
"For us, it was a matter of principle that we would not cede to potential demands for ransom 
payments; instead we did everything we could to recover the systems ourselves. This meant we 
knowingly accepted that we would have to work manually in many areas where it is normal to 
have IT process support,” emphasised York Boeder, Marabu CEO. 
 
Production and development employees were largely able to continue with their work. They 
were able to make do with paper lists and copies. "The willingness of the entire workforce to 
improvise and to roll up their sleeves was overwhelming”, stated Rolf Simon, Managing Partner 
at Marabu. 
 
Marabu and its IT service providers will need some time to recover all data. In particular, 
reestablishing connectivity to subsidiaries is ongoing. "The past few days have been immensely 
stressful for both internal and external staff. But we are now confident that the hard work 
everyone put in day and night has been worthwhile, and that we will manage this challenge with 
our own resources,” highlighted Würtemberger. "And we have learned some valuable 
lessons. Even if there is no such thing as 100% security, we are convinced that an attack of 
this kind would not be possible a second time.” 
 

Marabu GmbH & Co. KG 
Marabu is a leading global manufacturer of liquid coatings and screen, digital, pad inks as well as creative 

colours with headquarters near Stuttgart, Germany. Marabu’s track record of innovation stretches back to 

1859, featuring many industry-first solutions for both industrial applications and graphic design. With its 16 

subsidiaries and exclusive distribution partners, Marabu offers high-quality products and customer-specific 

services in more than 90 countries. Exceptional technical support, hands-on customer training, and 

environmental protection are core elements of its corporate philosophy. Sustainable business practices are 

also key to Marabu’s vision. These have been implemented through a number of initiatives, with concrete 

results – and the company is committed to maintaining this course of action in future. Marabu has been 

certified to ISO 9001, ISO 14001 and OHSAS 18001. 

 
 



 

Page 2/2 
 
Your contact: Alexandra Riese-Gann, ris@marabu.com, Phone: +49 7141/691-321, Fax: +49 7141/691-242 
Marabu GmbH & Co. KG, Asperger Strasse 4, 71732 Tamm GERMANY, www.marabu-inks.com 

 

M
a

ra
b

u
 

 

company Marabu GmbH & Co KG, headquarters Tamm, Baden-Württemberg. 
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Marabu screen, digital and pad printing inks are produced in Tamm and shipped all over the 

world. 
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Logistics and production of Marabu creative colours at the Bietigheim-Bissingen site. 
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